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B e W& Ul 2% @ I, n B
. EdtRx Work MMCM Wil e Fost Sig 10U Externd ' PNP Pert O
Profie onc#. Flow R  Cu Est Prarmacy Scbasssion Fepar
Dats Ertry Ry Post ES1 Sig 10U Transfess Corvglisnce  Tex Regair
| Rx Transaction Search Actions + Reports + Search ~ | TeDo i)
| —— ———————————— E
Rx(1) i Results [6] - 26 records | - ToDo Lists (8) 2 z
- - T Fill Recmats | | (>
Rx Transactions - 26 records found ¥ Filtee 3 Totals <k New IZEM View: |Basic :‘ @ [? 2] 1DUs Due ?
Sl ety v v, :
Duve
Rx Vo Prescriber V0 Prescribed hem ‘ Y& DoafrinyOn V& Patent Vb Dispensodbem V0 DN Poat E&t
f § FestEce
Ginger Soagp Amantodoe 100mg Cap | Cleor Filter Amantades 100 Mg Caps. 120 * Reject
Roland Stone Alpeszclam 0.5 mg Tab ; Text Filters 5 Alprazclam 0.5 Mg Tablet 020 Rejectec ‘
Major Payne aftrterol sulfate 25 mpml . — | Albutercl 0.083% inhal So_ 042 S
Phi Good auerol sufote 25 my3m V.1 | - EAN) | [ Albuterct 0.033% Inhal So.. 050 e
| 7] (Blsnks) F Scriphs |
7] albuterol sulfate 2.5 mg Stelf Prices
) Alprazclam 0S mg Tab Need
] Amantadine 100 mg Ca Fyinkrg

[¥] Ambien 10 mg Tab
] Ambien CR 12.5 mg Tab
@] Amitriptyline 25 mg Tab

= ] »

fs-mm I
] Hote Doug lcgged on to Pioneer Demo Pharmacy

[ RDEARMAW I A+10EHRI WU

OR=ZI=WHUIREE HRYUW~¢c¢UecNIGWUq
T UWGOGEt ! WG Y2RT Wt wewl Il enwWdceUenaUqut YieqRYUW@6ca
YGUI ¢ qRYUt 1O
uld! W[l Becqgel It a
f 9GRURHcOW YI t] BMlle AWV WG qREO& WGcHY2al We UT WRUHI |
+qIUCGGRURUDmGIYHUIaIUID
T ELT YI WADT 2 MdpRE BN YIN G tedd WT Rt gl RA2 qRYULWIJII | YI + WA
Hedcec UHIIE 1O
T faGI Y2080 0qt Wa YEUAIS loqiRWIOIGHINE & n#IgH o Y WNez ¢l ¢ UaqldlLa
q6 Rl W4T RAcqRYUt WGI WHRY Ja! 1O
703008 qt
f EGGEc¢t Rt WYARWE dirdEamRaJ U q Wt ¢ RUGWUALKRH d atfiy W RIOIRE RU
Gl RACqRYUt WGI WHERY Ja! 1O
f EQRARIUURLYW] £JRY3 WceqYO¢cqRYUWReOWI Wt edqWRUWG Y I
t ¢2RUNDt IO
¢ f 0U0Y2¢ qRAIIENT Y6 lelatd | 131

111
M



?1 ¢s Ha#lt t

T fO0qUNI ¢ qRYUM®IGRGMNWRDEE A0 DU0qec qRYUAWRY G Ce qRAR F

bl quat WHY2 ol WARDWORHIE L ¢1 ! 10
T Az RI BaW0qt B GIH WA N1IIR (R @ m alty B0k R 1D Wi # & RIOR

OsWeeqYacaqll WG YHWT el 3t We U7 Whe RGA 13U q 1O

yv 4 Home Resident Prospect Reports Financial Suite Settings 2 What's New @ Help Customer Support = = . We”Sky
%
ADT~ Charting&~ Accounts~ Biling AR~ Funds~ Qualty Assurance ~ Connections A ~ FCO4-WellSky SNF~ Q
ADT SNAPSHOT MISSION 06/04/2021 e - v B
ABREU, HANORA JEREMY  Male 61yrs 02/07/1963 947 193 | CMK-2-2068  Q Residents Browse AllResidents
Quick Links: ADT Snapshot  Transfer  Swap-Classic  Care Plan
Page Actions: © Registration information  eDocs ~ Resident Annotations ~ New visit  View visitinformation ~ ClinReadmit  View Basic Information - Classic B Facesheets & History -
A NoTicES & PROVIDERS ., CONTACT INFORMATION View quarantot information
Advance Directives Neme Category  Phone # Category Rank Name Phone 1 Phone2  Emergency
DNR; Living Will in Place
AGUGLIAWINIFRED  Attending  (006)5552800 (Work/office) Guarantor LABAR, VOILET (007)555.0815 (Cell) eno
Conney NOLAN, ROSINE Psychiatrist 555555555 (Home) Next of Kin 1 PARENTJANE (800)555-4614 (Cell) v VES
Nextof Kin 2 BENNETTDOMENICO  (424)5552621 (Cel) v YE
Nextof Kin 3 LABARVOILET (007)5550815 (Cell) v YEs
'S INFORMATION & REIMBURSEMENT INFORMATION
From Date Thru Date Location BedType  Payor  Status  Level of Care Hold Reason BUPL Plan Type StartDate  EndDate Rate  DaysAvall DaysUsed AsOf
09/25/2024 oMK22068 B v 700 (VA1) HINT/SKILLED VETERANS Commercial  6/4/2021 17365 9/30/2024
08/01/2024 09/24/2024  CMK11038 B v 700 (VA1) HINT/SKILLED PRIVATEPAY  Guarantor  8/11/2020 000 913012024
09/02/2023 07/31/2024  CMK11038 B 700 (VA1) HINT/SKILLED
08/31/2023 09/01/2023  CMK11038 B [ 700 (VA1) personal HINT/SKILLED
£ 1CD-10 DIAGNOSES + Show More
Diagnosis I€D-10 Onset Resolved DX Type Bill Seq On Bill Clinical Primary Clinical Category
Bronchilis, not specified as acute or chronic J40. 6/4/2021 1 v Ye 5 ONe Medical Management
Pain in unspecified joint M25.50 6/4/2021 2 v 4 oNo Retum to Provider *
Major depressive disorder,single episode, unspeci Fa29 6/4/2021 3 v Ye 6 o Medical Management
Disease of thymus, unspecified E329 6/4/2021 5 v Ye 7 O No Medical Management
Pneumonia due to Methicillin resistant Staphylococ 5212 6/4/2021 6 v Ye 8 oo Pulmonary
Type 2 diabetes mellitus without complications E11.9 6/4/2021 7 vy 9 ONo Medical Management
Other idiopathic perioheral autonomic neuropathy 69009 6/4/2021 10 vy 0 ONo Acute Neurolodic
[ RN IJIH@HER 1! 1313 U OT
v 13 %A Home Resident Prospect Reports Financial Suite Settings £2 What's New @ Help Customer Support ~ = Sk
3T

ADT~ ChartingA v Accounts~ Bilingv A/Rv Fundsv Quality Assurance v  Connections A v FCO4 - WellSky SNF Q

KARDEX M 06/04/2021 - P
ABREU, HANORA JEREMY Male 61yrs 02/07/1963 947 4193 N CMK-2-206-B Q Residents Browse All Residents
Quick Links: ADT Snapshot  Transfer  Swap - Classic  Care Plan
Kardex B coTo Kardex History
Summary  Form Legend: A Highly Important @ important 3
B code status: B & Diet: u W Liquids: u (© Fluid Restrictions: Q 11) Meal Preferences: o ] Adaptive Devices: a
ode Mech Soft NAS; Allergic to PEANUTS thin liquids Fluid Resriction DCd Breakfast: 07:30 AM, Lunch: 12:00 PM, Wheelchair or cane
J Dinner: 05:00 PM, Dining Room: Yes,
2 N
Language: Snacks: No o
lish Yes, Amount: 2 lpm
% Functional Abilitie: Q 1€ Misc Information: ' Fall Interventions: o}
Bed Mobilty: Partial/moderate assistance Allergic: peanuts, hazel nuts phone on charger on bedside table while in bed; empty bedside commode after each use;
prompt 1o lock WC brakes before transfers
Transfer: Partial/moderate assistance
Ambulation: Supervision or touching assistance (
X What Makes Life Meaningful to Alarms/Restraints:
Locomotion: Suj fision or touching assistance
ipervi ing Resident: Restraints: No

Dressing Supervision or touching assistance Prefers to be called Johnny

Eating: Setup or clean-up assistance L

Tolleting: Supervision o touching assistance ‘@ What Resident Likes To Do: n & Skin Interventions: a

Hygiene: Supervision or touching assistance Activities that involve children, pets, music, | | 1. Do not position on right side hip. New stage T wound. 11/7 Blister to right heel - wear only

and winning prizes. Pet therapy. soft, non-skid house shoes until healed.
Bathing: |

[ R D0 XK@ EER 1! 1800 U oY
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name: CI Pipeline # Workflow name

push:
branches:
- main
- develop
pull request:
branches:
- main
- develop

jobs:
build_and_test:
runs-on: ubuntu-latest # Specifies the runner environment

steps:
- name: Check: ository

uses: act / cout@vd # Pulls the Latest code

- name:

uses: actions/setup-node@v3
with:
node-version: ‘18"

- name: Install Dependencies # Clean installation
run: npm ci

- name: Run ESLint
run: npm run lint

- name: Run Unit Tests
run: npm test
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Appaintment

PE | _id

dociorld (Otjectkd)
pasizntid (Chjectid)
dste (Date)

status (Siring ENUM]

pharmacistiate [String)
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nofEs (String)
Creatsdft (Date)
updatedAt (Date)
User = Patient
id s PK | _id
email {Siring) firsthlame {String)
password (String) lasthame (Siring)
licenzetumber {String} dob {Diate)
Rele [Pharmacist] doctorld (Objectid)
Rele [Doctor] presenigtions [ (Objectid) ]
mizSecret {String) pender {String EMUM)
misEnabled (Boolean) phoneMumber (String)
E\ernfied (boolean) email {3ting)
werification Token (String) address (3tring)
warification TokenExpires {1 medicalHistony(Sting)
emergencyContactSiring)
cres=ddn Date)
Medication = Prescription
Item
_id  PK | _id
_id
name (Saring) ctatus (String ENUM
specificinstructions (String)
aciiveSubstance (Siring) notes | Siring)
repeats {Number)
authonsstonMumber (Strin crea=ddt (Date)
dosage | Sting )
ateCode (String) updatedat (Date)
amount { String
routeCdAdministration (S item [ (Oijectid) |
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producild (String) doctorld (Objectid)
prescrigtienld {Objectld)
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patientld (Cbjectd)
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Major-Project-Backend ~ X * search Medication

@ Base Enviro
© Manag

ervice: et from URL © Bul

% Appointments Abacavir, Lantvudine

BE Delete an Appointment
an Appointme
an Appointment

Get Single Appointment

@ Get All Appointm

& Medications

Update a Patient AMOAESA
5 —
BT Create a Patient a/044/601 604

04-84109:0

@0 Get Single Patient
G Get All Patient
& Prescriptior

Bl Update prescription Status

B Delete a prescription “Subcutaneou

14/944/605-008

M Update a Prescription 25-04-84709:01:22
BOST) Create Prescrip

G Get Single Prescription

G Get all Prescription:

MFA

BOSEl MFA Login

Get Single Pharmacis

TS Get all Pharmacist

OS] Login User

POST. Register User 001-005"
£4-94709:01:2
POSE! Logout User

04-04709:0
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Connect to Major-Project

o v ®

Set up connection security Choose a connection method Connect

Connecting with MongoDB Driver

1. Select your driver and version

we recommend installing and using the latest driver version.

Driver Version

Mongoose hd ‘ | 7.0 or later hd

Deciding between Mongoose and the Mode.js Driver? Learn more about the differences®

2. Install your driver

Run the following on the command line
Node.js must be installed as a prerequisite. Download Node.js®

npm install mongoose
View MongoDB Mongoose installation instructions. ®
3. Add your connection string into your application code
Use this connection string in your application

(B view full code sample

mongodb+srv: //1liamronanlé: <db_password>@major-project.hzgvl.mongodb.net/?
retryWrites=truedw=majority&appName=Major-Project

2

Replace «db_password> with the password for the liamrenan1é dotabase user. Ensure any option params are

URL encoded & .
RESOURCES
Mongoose Quickstart @ MongoDB & Mongoose Starter App®
Access your Database Users® Troubleshoot Connections ©

‘ Go Back ‘
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Security Groups (3 v © G 2 (oo [+ (S

[ Q. Find resources by attribute or tag ] 1 &
| Name v | Security group ID v | Security group name v | vPCID v | Description v | Owner
o - 50-Obabe3441751cfc7 ALBSG ¥pC-0675b1128c506f6ba [2 allows inbound from theiinternet onpo... 730335616885
o - 50-03a8f17c65b06221 default ¥pC-0675b1128c506f6b4 [2 default VPC security group 730335616885
o - 50-00ec9ca08fde01133 launch-wizard-1 ¥pc-0675b1128c506f6b4 [2 launch-wizard-1 created 2025-01-15T2... 730335616885
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9 N6 WUWAY O @6 RO W H I W2 R¢ WE E € Wik b A RESE Y 10362 | R0d]
nYl Gcaqllet DT WnY! W qY! RUNDWHI ! Ga¥YNI ¢ GERALWL 1J!

[J  nodels-api rsa 2025/01/15 ... 60:99:3f.d0:5...  key-Oacaa3823ccla26a7
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health-service-api-alb ©

¥ Details

Load balancer type Status VPC Load balancer IP address type

Application @ Active VpC-0675b1128c506f6b4 [2 1Pvd

Scheme Hosted zone Availability Zones Date created

Internet-facing 732012XQLNTSW2 subnet-0685d94cf173d184d [ eu-west-1b (euwl-az1) January 28, 2025, 18:31 (UTC+00:00)
subnet-0b6265d 133863239 [7 eu-west-1c (euw1-az2)

Load balancer ARN DNS name Info

[0 am:awseelasticloadbalancing:eu-west-1:730335616885:loadbalancer/app/health-service-api-alb/ 1cd8 1fe917e87113 TG health-service-api-alb-15! 458 eu-west-1.elb, om (A Record)

Listeners and rules Network mapping Resource map Security Monitoring Integrations Attributes Capacity Tags

Listeners and rules (2) o @ Manage rules ¥ Manage listener v

Alistener checks for connection requests on its configured protocol and port. Traffic received by the listener is routed according to the default action and any additional rules.

[ Q Filter listeners ] 1 i3

O | Protocal:Port v | Default action v | Rules v | ARN ¥ | Security policy v | Default SSL/TLS certificate ¢ | mTLS 9 | Truststore

Redirect to HTTPS://#{host}:443/#{path}?
O  HTTP80 #lquery} 1rule T5 ARN Not applicable Not applicable Not applicable Not applice
 Status code: HTTP_301

Forward to target group
O  HITPS443 - nodejs-target-group [7: 1 (100%) 1rule 5 ARN ELBSecurityPolicy-TLS13-1-2-...

nodejs targe health-service-api.click (Certifi... off Not applic:
« Target group stickiness: Off
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3820b256-efff-44db-9ff9-adede1518417

Certificate status

Identifier Status
3820b256-efff-44db-9ff9-adede 1518417 @ Issued
ARN

I0) arm:aws:acm:eu-west-1:730335616885:certificate/3820b256-efff-44db-9ff9-adede 1518417

Type
Amazon Issued

Domains (1) C Create records in Route 53 ) ( Export to CSV 2 )
1
Domain | status Renewal status Type | CNAME name | CNAME v
[u]
N [E) _77e538f6bbcd788bf86eb4418¢40e170.health-
health-service-api.click @ Success - CNAME ° _9d268b8
service-api.click. T
validation
< >

Details

In use Serial number Requested at Renewal eligibility
Yes 0f:1d:04:de:01:78:6a:92:7b:57:1e:2b:c8:ed:a3:a3 January 28, 2025, 17:39:25 (UTC) Eligible

Domain name Public key info Issued at

health-service-api.click RSA 2048 January 28, 2025, 17:39:38 (UTC)

Number of additional names Signature algorithm Not before

0 SHA-256 with RSA January 28, 2025, 00:00:00 (UTC)

Can be used with Not after
CloudFront, Elastic Load Balancing, API Gateway ~ February 26, 2026, 23:59:59 (UTC)
and other integrated services. [2
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Hosted zones (2) @ View details Edit Delete Create hosted zone
Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.
[ Q Filter records by property or value } 1 i}
Hosted zone name v | Type v | Created by v | Record count v Description v | Hosted zone ID v
O health-service-api.click Public Route 53 5 HostedZone created... Z0101728CNA35TH. ..
O health-service.click Public Route 53 6 HostedZone created... Z091131627CI9XN7....
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General purpose buckets (4) info @ [0 Copy ARN Empty Delete Create bucket
Buckets are containers for data stored in S3.
|: Q Find buckets by name /| 1 @
Name a | AWS Region v 1AM Access Analyzer Creation date v
O dev-health-service-app Europe (Ireland) eu-west-1 View analyzer for eu-west-1 January 28, 2025, 21:14:50 (UTC+00:00)
0] health-service.click Europe (Ireland) eu-west-1 View analyzer for eu-west-1 January 24, 2025, 16:43:35 (UTC+00:00)
o] pigeon-api-file-upload Europe (Ireland) eu-west-1 View analyzer for eu-west-1 November 11, 2024, 20:59:44 (UTC+00:00)
O www.health-service.click Europe (Ireland) eu-west-1 View analyzer for eu-west-1 Januar y 24, 2025, 16:56:22 (UTC+00:00)
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health-service.click i

Objects Properties Permissions Metrics Management  Access Points

et @ (Eemsin) (Bemm) (& oot (o) (i

Obijects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [7 to get a list of all abjects in your bucket. For others to access your objects, you'll need to explicitly grant them

permissions. Learn more [3

(‘@ Find objects by prefix 1 @
| Name a | Type v | Last modified v | Size v | Storage class v
1 [ assets/ Folder
O [ indexhtml html ::Jﬂw‘éﬁo?oé?zs 14:05:21 46108 Standard
March 23, 2025, 14:05:21
svg areh 25 ! 15K8 Standard

(UTC+00:00)

[ RNOWI®KOX ¢ q It q O] R 1Jt

iy Ol Ye THMGWFog 0 WO YUqUUqW?2 JGR21J1 ! LW
N6UJWYWauodYeT [| YOUqWT Rt ql RHzaqRYUAWs Rqé6 Waqd IWGI YT 2 He
NDOYACOGWGUI nYI ¢ UrRVDWeUT WG RURGeOWIEeqUUH! WnY! Waé6 1JLWA
cHtt Ut WeHI YW 1T EWIT NUWIEYHReqRY UL AWt U1 2IBE®WE+ We W9
qRIBIDAR0OW WAWENWI 2RANE AW=ZMZOb 1O
NYWaet duwt 2l JWagéecaqwWoaYel [| YOquWAYUUURqRYUWRY WIUH] !
9Nl qR3IHAC q W~ ¢ U ¢ccnNIN ALFHR Enma O nliTl 24 IFR@NUEY 1d opd GWIRY Uwe 0T
HeHSERUNDWSs 131 13 Wa & [0 W 3I6HI00MNG AT d) VU0 G @R Wil RG 131 1O
E340QBD9DBBOIW

General Security Origins Behaviors Error pages Invalidations Tags Logging

Details

Distribution domain name ARN Last modified

[0 dgho1dhie7i23.cloudfront.net [w} March 23, 2025 at 1:13:37 PM UTC

arn:aws:cloudfront::730335616885:distribution/
E340QBD9DBBOIW

Settings

Description Alternate domain names Standard logging
www._health-service.click off
health-service.click

Price class Cookie logging

Use all edge locations (best performance) Custom SSL certificate Of
@ health-service.click [2

Supported HTTP versions Default root object

HTTP/2, HTTP/1.1, HTTP/1.0 Security policy index.html

TLSV1.2_2021

Continuous deployment info

( Create staging distribution )

[ RNo®IdM®a2T [ | YUqO? Rt ql RA2 qRYU

TN



~¢UeNRUNWAEHSWWRU2¢GRT ¢ qRYUt WRY We 0wt + JUqRe T WEt C
bl 2RMEIY B HHE HS IIT W3 010 Wnl YAWIT DUWIEYHeqRYUt Wenald
q6 JWEOLHA g BE oY T [ | YU q WRR @R (& omlRIY U dlbqalLLLESH 110 af 6LER
2Gl ¢cqT W30t W RN6qWeEse! Wenagldl W WGGaY! aUqawt 13U q WF
Ot Ut Ws RAGWEGOs¢! + W2RUs Waé WYt quwl WHIUOqWz2 3l + RY O WY
Gl YHWIT 21 1JIO

Invalidations View details Copy to new Create invalidation
[ Q Filter invalidations by property or value ] 12 3 4 5> @
Invalidation ID v | Status v | Date created v
O 12EBHZKNMHUSRJIMWMS225XTE4 @ Completed March 23, 2025 at 2:05:21 PM UTC
O I6HNCRMMG50VQ6Y46627 OH7NSM @ Completed March 23, 2025 at 1:13:43 PM UTC
O IFQLLTPZU3MYFDM4X8AYGGPFQ @ Completed March 23, 2025 at 12:53:11 PM UTC
O  11AMO17CSUBZELWBQI9ACPPTQS @ Completed March 23, 2025 at 12:44:00 PM UTC
(@] 147BASROORS0N3034V36CLQNH2 @ Completed March 23, 2025 at 12:38:21 PM UTC
O  14BQEWRES27L8B3DS8QU39FLLY @ Completed March 23, 2025 at 12:33:19 PM UTC
O I9E7JMINANTOOXTEDNB12W64DL @ Completed March 23, 2025 at 12:21:36 PM UTC
(@] 1696HBS96Z088C47IR64AXB6V64 @ Completed March 23, 2025 at 12:14:51 PM UTC
(@] 1214DKWK100OPB3B4FCLNZRTNGO @ Completed March 23, 2025 at 12:09:20 PM UTC
(@] 1927GOVL36VXZSHFLE55Z5JJE1 @ Completed March 21, 2025 at 9:24:22 PM UTC

[ RNeWIaMWaT tof U2¢ 0 RT ¢ qRY Ut
EJHz| Raq! WRt WIUNYI HIIT WE qliagé IW9 ?2 W 120 ARMII e W RIGE Y
9GYel [I YUqWT Rt q! RAzqRYUWs Rq6W i EWi [ Wi WDAW GGORF
t 2t GRARYz2t Wal CORAWAHNNY!I DWRqWUI2130WNWJat WaqVY Wad JWEOL
 EW]f WHGGUORAcCqRYUW[ RI U5 ¢ O
N6RJWodYel [l YUqWI Rt q! RA2qRYUWe UT W i EWI WAW GGORHE q
qélWnl YOqUUT Wn!l YawrYGAaVYUWs DAWG6! ¢ qt WiRE @ WHEAx WRC
Hetwhz a3t WeUTl W i EW~¢UenIT WAz Gt Ws DI DWRAGGGEWGWUqUIT L
FRUDGUWS AW T T I I3 AWl T 2 AR WD UWGIDILE DA WA 12 IREWIE HAILLH @Y

v Security - Web Application Firewall (WAF) i

Keep your application secure from the most common web threats and security vulnerabilities using AWS WAF. Blocked requests are stopped before they reach your web servers.

Core protections

vt

» CloudFront geographic restrictions
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fixSecurityHeaders

v Function overview i ( Esport ta Infrastructure Composer

.
<= —

N fixsecurityHeaders

P
3 Layers
= L

[ RNDOWIIWAT ¢ ¢ WT DNIJIEWH21 Ra! O] e URqRYU

N6 UWna UrRqRYUWETT UT W6 WWnYddYsRUNDWGEWET It 6

T 9YUqUUqUWEURAI Rty GDARMNRRUNIWS 6 RASG W Yal HIJE Wa6 1JLWHA|
nl YOlWst e #SWet W H#I RGat AWnYUaqt Awe U7 WREG ¢ NIt b Allq ¢
T ¢cq¢ WRUTWHRqRYUWe UT WHI Yt RgUW Al RGaqRUNWLIAEES L
RUq!l YT 2 AT WRAMA dUbjé dqgYLE HIHG RIGAIWN 1 Ya Wl 2 UURUN Wel ~ ?

1 Eql RAqWNI ¢ U@ EINFRLRIIGed RIGRUNDWaq 6 DWAI Ysit 1 WqVY W2 R
DEHGat R21IG! WY2131 We NNAEAWI2 I EWR RiBqAUSL 10D IGY 6 @ Lk
bic ENEb WN2¢! T+ WeNeRUY dilél@ILLNRG) YLk M Wk R4 WG |ajanlc 1stH1é W L
bI§1 EAAWZMZNb OHIN§ 81 Wmem¥E Vgl diqg RY U 1O

TO



9 A9YUqUUqN! eNBSRI qURSIIHT 131 Wt qqY G WAL Yst 31+ Wnl Y& Wal
Gl ¢ HqRHAIHE U SHEHURSAIRLO N IOW W3 d WWa e UqlgY WAWWGEH ¢ RC
¢UOT Wl 20Wet Ws ¢ 2 ¢ EBE R IEG IS b df Q) RIWED K DR @ aqR VY G108 Gq
Eql RAEqW-~f ~ElWlq! GUWHYEGGIHRERF B ARIWAIMIN Y IO 1JT WHAH! W

i EW9 I qR3 HC q MAEx AR NEBIWEIBHEI9 ~6dIRY U
ftt 20T WeUWEEXx o Nx EWRNDI qRIHc qUWnY! Waqdé W Y&G¢ RULWS 5 5 O
~¢UcnUl aqc®BBalc | T Wi ¢cqewt WOqWAWqs WWJI0Weat 131+ we 07 Waqé
ceqYUcCcqRHWRY t 2AW2c¢c ORI ¢qRYUAWe UT W WUWscOWYnWHDI g
HUJl qR3IFBcqUWs ¢t WeT T VT WagYWgéWWodYel [ | YURWILRY ql RHz2 g
BUHRI | Gaq T WY 2 1y10Ws NNHALEEWDH 20ReH IJt A= M= Ob 1O

71 WJGRAGRUEqQRUNWaEWWORNUT WnY! WaeUzedWHD qRIHACE qIWRC
¢cTGRURY ql ¢eqRYUWeUT WNecl ¢UqUIt WIUHRI ! GqWT Wal ¢ Ut G RY

PIOMWMNWEz2GG¢ | !

N6 JWEWHz1 WAL It A1 R&qRY ULFENE 1hj) I2GRIFRID HIAHLW (0B, Wn Y1 WRat
JUOt 21 RUNDW WH2 1 Rq! AW He G cHRIORq! AWGWI nYl ¢ UrRDALWE UI
nYGaVYs WAWY qWGI ¢ AqRANE WnYIl WnecedqWagYdWl ¢cURDAWY WHEe |
YT DT W OTWUEAE Glls 6 RG W 1 f AW 131 213+ Wet wWewl 132131+ 11
¢cUcnNUt WEEx Wl GRUCqRYUWs Rq6WHINDI qR3IAC qldt WGI Y2RT L
GEYUWAYz quwWPoWae Ue NIt WHzt & VMR Rije RIDILIIYBIGY W2 R ¥ G 8
N6 JWwn!l YOqUUOT WHOULENLC IO WYL GRE T WRUqVY W q¢ qRHELWS G 134
GeEYOW9 dYel [I YOqUWT Rt ql RA2 qlt W6 13t W3 013 WNGYHACTG!
9~WYIUNY!I #Ut WEExo Nx EWNUHI ! GaqRYUWe Ud IWAG R ayl D OIS 16
Gl Y2RT It We Wt Wrel AW WGUUT ¢ HGIIAWE UT Wl 3t GYUt R2 JWe C
TWGeUT+ WeUT WReUWNI YsWs RagéWnegqgel W WG¢UTt 1O

Co

TN



rrr s

PIOP W9 YUqRUz YoV (ih RiFaHEE0E deln’Ry U w W

PR IJI 2 RIJs

N6 Rt WG| NIT 0K dRlbftbapRENLIRY Wa Y WHIT D¢ qUWe W9 YUqRUzaYet Wf Ogqdn
20GHY! GWUqUWei9f 09?2 WIGRGUIRUNWaqYWaeRUqe RUWSERNG WHYT
bagl DeGdRURUNWS W W2R0aYGAWUqWIRNWHA! HEIJIOWIf 09 ? WE e
DGaVY! anvgaile O edREOY ! ¢ We OT W2 G¢e OWIN 1 Y1 OW9 YT WIWHGE ¢
Lt quaWel DWeeaqYGceqRACHO! WAz RaqWe UT Walt qT AWG! 32 1
Jeadautt WRUqUNI ¢cqRYUWs RaéWaé WWrEel | WOqWHYT WA 1JKOU
DGO YURMABWOWWE nqll W e #HEWE t ne 0 WHE WALt IOW] Race HW Ha
ceqYOGCcqRAWS YI t] Yst AWGI YGYqRUNDWeE UWENRAGWW 218 YGa L
9f 09?2 WRAGHNANUq¢ aqRYVIWES T ¥V VAIRD & HIDE HUGIRENI! + qdd W IGW
I YW YROGRYB UG WUt Wbl YenNsWeceqYacaqRAWIGYaTl [ YUq
Gl YRt t WaecUenWaUqlls Raé WA~ =10

—_—( - — -

PIaPIO Ht IJUI1

WaYHT IOEJHz2 1 Rq!

Wt GUHRWIGIRA2 ] Rq! WGRGUIRUWUWs ¢t W Walle GWet RUNW] Rac e
FgqecqRAWAYT DWeUca! + RY We UT WEU! t Udné¥1l Lo 100RGaIWG dIDHA dlFtz 1
HYT WH¢H WWn!l YWt OYsUOW22a0U001 ¢HRORqRIJY We UT WG 13t 131 21
Get 0t W el YW WEel Ra! WHEWHT + Wl WWe WGE! qWyYnWaé 3WHY C
ceqYOGcaqRACHO! WYULWE G0 WGe Y ldud 1D hve ¢IR 0 tYic WT 1wy 1§ ayeg wio U g

TP



name: Security Scan

on:
push:
branches :
- main
- develop

pull_reguest:

jobs:
security:
name: Security Scan (Snyk)
runs-on: ubuntu-latest
steps:
- name: Checkout Code
uses: actions/checkoutiva

- name: Install Node.js
uses: actions/setup-nodegvd
with:
node-version: '18°
cache: "npm’

- name: Cache Snyk CLI
id: snyk-cache
uses: actions/cacheivi
with:
path: ~/.npm
key: snyk-3{{ runner.os }}-%{{ hashFiles{'package-lock.json'} }}
restore-keys: snyk-3{{ rumner.os }}-

- name: Install Snyk CLI (Only If Mot Cached)
if: steps.snyk-cache.outputs.cache-hit != "true’
run: npm install -g snyk

- name: Display Snyk ASCII Logo & Run Security %can
run: |
echo "
echo " f
echo " | (
echo " A ||
echo " __ )| I_|
echo * | P W B A
echo " Running Snyk Security Scanm...”
snyk test --severity-threshold=high || echo "Medium/low wulnerabilities detected but not failing the build”
anv:
SNYK_TOKEN: ${{ secrets.SNYK_TOKEN }}

sonarcloud:
name: SonarCloed Scan
runs-on: ubuntu-latest
steps:
- name: Checkout Code
uses: actions/checkoutivd
with:
fetch-depth: @ # Required for SonarCloud te analyze commit history

- name: Run SonarCloud Analysis
uses: SonarSource/sonargube-scan-actiongva
anv:
SOMAR_TOKEN: ${{ secrets.SONAR_TOKEN }}
SOMAR_HOST_URL: “https://sonarcloud.io’
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LismRonandev > Projects » () Liam-Ronan-dev/Msjor-Project Backend | man © Open on Github 1 | | @
@ Ccode Analysis
Overview  History  Settings

Created Sat 151 Feb 2025 | Snapshot for commit 4193879 # taken by snyk lo 18 hours ago | Retest now

MPORTED BY PROJECT OWNER ENVIRONMENT BUSINESS CRITICALITY
@ uamronen (®) add & project owner (D add a value (@ Add avalue
LIFECYCLE ANALYSIS SUMMARY
Add a value 40 analyzed files (74% ) Repo breakdown
Issues
Reast J—
V. Q search...
v SEVERITY Sof 7 issuee Group by none ~ Sort by highest severity w
High 0
. SCORE
Medium u Improper Type Validation & 472
SNYK CODE | CWE-1287
Low
~ PRIORITY SCORE B export const createPresceiption = async (req, res) =» {
Scared betvween 0 - 1000 tey {
const { patientld, pharmacistid, notes, items } = req.bedy;
1f (tpatientIc || !pharmacistid || !items?.length) {

v STATUS

The type of this object, coming from body and the value of Its length property can be controlled by the user. An attacker may craft the properties of the object to crash the

apen application or bypass Its logic. Conslder checking the type of the object.
Ignared o ) src/contrallers/prescription. Js # 3 stepe in 1 file
v LANGUAGES

Javascript 7
CWETE 7 Learn how to fix this issue

v VULMNERABILITY TYPES

Improper Type Validstion 5

Cleartext Transmission 1 Improper Type Validatlon g ;:;:é

SNYK CODE | CWE-1287
Cross-She Request Forg_ 1

! = awalt Promise.all(
itens.map(async (itea) => {

The type of this obrect. coming from body and the value of Its map property can be controlled by the user. An attacker may craft the properties of the object 1o crash the
application or bypass Its logic. Conslder checking the type of the object

©) sre/controllers/prescription.js 3 stzpe in 1 il

WP 72 Learn how to fix this issue
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branches:
- main
develop
5
test-an rmat:
ri ubuntu-lates

sion: [22.x] # Test on multiple Node.js versions
------
ame: "Checkout Code”

uses: actions/checkouti@vd

"Set up MNode.js ${{ matrix.mode-version }}'

actions

fsetup-node@vd

sion: 3{{ matrix.node-wersion }}

: mpm i

# Ensures commit messages follow conventions - Checks all commits, PRs, pushes
- name: "Validate commit messages with CommitLint"
F ub.event_name == "push’
: npx commitlint --last --wverbose

- nama: 'Check Code Formatting with Prettier’
: npm run format

name: 'Che sLint
pm int

ame © un Jest Tests
m run test
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name: Deploy Back-snd to ECZ Instance

on:
push:
branches:
- main

- develop

runs-on: self-hosted

-version: [23.x]

name: Checkout Code
uses: actions/checkoutivd

- nameg: Use Mode.js #{{ matrix.node-version }}
uses: actions/setup-nodef@vd

node-version: #{{ matrix.node-version }}
cache: "mpm'

- name: Install modules
run: npm ci

i Append all secrets to .env file
name: '%et Environment Variables®

cat <<EOF > .env

PROD_ENV=${{ secrets.PROD_ENV }}

ENCRYPTION_KEY=%{{ secrets.ENCRYPTION_KEY }}

IWT_REFRESH_TOKEM_SECRET=3{{ secrets.IWT_REFRESH_TOKEN_SECRET }}

IWT_REFRESH_TOKEM_SECRET_EXPIRES_IN=3{{ secrets.IWT_REFRESH_TOKEN_SECRET_EXPIRES_IN }}

JWT_SECRET=3%{{ secrets.IWT_SECRET }}

IWT_SECRET_EXPIRES_IN=%{{ secrets.IWT_SECRET_EXPIRES_IN }}

MONGD_URI=3{{ secrets.MONGO_URI }}

PORT=3{{ secrets.PORT }}

TEMP_TOKEN_EXPIRES_IN=%${{ secrets.TEMP_TOKEN_EXPIRES_IN }}

ADMIN_EMAIL=%{{ secrets.ADMIN_EMAIL }}

ADMIN_EMALL_PASSWORD=${{ secrets.ADMIM_EMAIL_PASSWORD }}

BACKEND_URL=${{ secrets.BACKEND_URL }}

EOQF

# Restart PM2 and wpdate env wvariables
name: ‘Hestart PMI Service’

run: pmZ restart BackendAPI --update-env
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name: Playwright Tests

on:
push:
branches:
- main
- develop
Jobs:
test:

name: Run Playwright Tests
timeout-minutes: 60
runs-on: ubuntu-latest

steps:

name: Checkout Repository
uses: actions/checkoutgvd

name: Setup Node.js
uses: actions/setup-nodegvd

with:
node-version: 22
cache: "npm'

name: Install Dependencies
run: npm ci

name: Cache Playwright Browsers
uses: actions/cachegvd
with:
path: ~/.cache/ms-playwright
key: playwright-%{{ runner.os }}
restore-keys: |
playwright-

name: Install Playwright Browsers (If Mot Cached)
run: npx playwright install --with-deps

name: Run Playwright E2E Tests
run: npm run ee

name: Upload Playwright Test Report
uses: actions/upload-artifact@vd
if: ${{ !cancellsd() }}
with:
name: playwright-report
path: playwright-reports
retention-days: 3@
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name: Comtinuous Integration

on:
push:
branches:
- main
- dewvelop

jobs:
lint-format-test:
name: Lint, Format, and Test
runs-on: ubuntu-latest

steps:
- name: Checkout Repository
uses: actions/checkout@vd

name: Setup Node.djs
uses: actions/setup-node@ud
with:

node-version: 22

cache: "npm"
name: Install Dependencies
run: npm ci

: Run Prettier Formatting Check
: npm run format

: Run ESLint
: npm run lint

: Run Vitest
: npm run test:unit
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name: Deploy Front-end to 53

on:
push:
branches:
- develop # Deploy to Dev 53 bucket
- main

jobs:
deploy:
runs-on: ubuntu-latest
steps:
# Checkout code
- name: Checkout Code
uses: actions/checkout@v3

# Configure Credentials
- name: Configure AWS Credentials
uses: aws-actions/configure-aws-credentialz@vl
with:
aws-access-key-id: ${{ secrets.AWS_ACCESS_KEY_ID }}
aws-secret-access-key: ${{ secrets.AWS_SECRET_ACCESS_KEY }}
aws-region: su-west-1

# Install modules - Clean Installation
- name: Install modules
run: npm ci

# Build front-end
- name: Build Fromt-end
run: npm run build

# Determine env
- name: Determine environment
run: |
if [[ "${{ github.ref }}" == "refs/heads/main" ]]; then
echo "BUCKET_ID=health-service.click" »> $GITHUB_ENV
echo "RUN_INVALIDATION=true™ >> SGITHUB_EMNV
echo "DISTRIBUTION_ID=%${{ secrets.DISTRIBUTION_ID }}" »»> $GITHUB_ENV
else
echo "BUCKET_ID=dev-health-service-app” »>» $GITHUB_ENV
echo "RUN_INVALIDATION=false" »>» SGITHUB_ENV
fi

# Deploy to 53 Bucket
- name: Deploy to 53
run: aws s3 sync ./ dist/ s3://$BUCKET_ID --delete

# Only runs if the deploy is to main # Prod
- name: Create CloudFront invalidation
if: env.RUN_INVALIDATION == 'true’
run: aws cloudfront create-invalidation --distribution-id %#{{ secrets.DISTRIBUTION_ID
}} --paths "/*="
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iI'I'||:|':JF‘t mongoose from
import { encrypitData, decryptData } from

const PrescriptionSchema = new mongoose.Schema({
pr riptionId: {
type: String,
unique: true,
} »
doctorId: {
type: mongoose.S5chema.Types.Objectld,
ref: "U »
required: true,
1s
pharmacistId
type: mongoose.S5chema.Types.Objectld,
ref: "U s
required: true,

} »

patientId: {
type: mongoose.5chema.Types.0ObjectId,
ref: 'P E
required:

} »
items: [
{
type: mongoose.S5chema.Types.0ObjectId,
ref: 'Ttem’,
I
] »
status: {
type:
enum:

createdAt: {
type: Date,
default: Date.now,
T
I
updatedAt: {
type: Date,
default: Date.now,

PrescriptionSchema.pre(
if (!this.prescriptionId)
this.prescriptionId = new mongoose.Types.ObjectId().toH

/¥ Enable automatic decryption when retrieving data
PrescriptionSchema.set( ] { getters: true });
PrescriptionSchema.set('toObject®, { getters: true }

port const Prescription = mongoose.model('Pr ription', PrescriptionSchema);
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import mongoose from 'mongoose’;
import { encryptData, decryptData } from

const ItemSchema = new mongoose.Schema({
prescriptionld: {
type: mongoose.Schema.Types.0ObjectId,
ref: "Prescription’,
required: true,
]' »
medicationId: {
type: se.5chema. Types.0bjectId,
ref: on',
=

required: true,

Y
¥
5

pecificInstructions: {
type: String,
required: true
set: encryptD

repeats: {
type: Number,
default: 4,
} »
dosage: {
type: String,
required: true,
set "V
get:
mount: {
type: string,
required: true,

1
I
dl

pharmacistNote: {
type: String,
default:

set:

TtemSchema JS0N", { getters: true ]
ItemSchema ject', { getters: true });

Item', ItemSchema);
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import * as dotenv from

import mongoose from

dotenv.config();

export const connectDB = async () => {
const dbURI = process.env.MONGOD URT;

try {

await mongoose.connect(dbURT);

console.log(” MongoDB conr
} catch (error) {
console.error( Failed to connect to Database: ${error}’);

export const disconnectDB = async (]
try {
await mongoose.connection.close();
console.log( MongoDB disconnected
} catch (error) {
console.error( Error disconnecting from MongoDB: ${error} };
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origin: allowedOrigins,
credentials: true
allowedHeaders: [

: Map of userId
Map();

f connectedUsers.e

o
f
i

(userId);
{userl

ger to display request status code, origin, time/date etc

the Front-end to make requests to the Backend API
rsOptions));

A/ Apply Helmet to Secure HTTP Headers

app.

app.
app.
app.

Imet());

erRoutes);
dmin®, adminRoutes);
prescriptionRoute
appointmentRoutes);
patientRoutes);
medicationRoutes);

to the error Logger
orHandlerLogger);

ble database connection fune
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import * as dotenv from
import { server } from

dotenv.config();

const PORT = process.env.PORT || 3008;

/S Run the Server
server.listen(PORT, () i

console.log(” Server listening on http://localhost:${PORT}  );
e H
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G6¢l G¢cHRY qt 1O
x ¢t qi! Allaé WA 1IT 1R LU G LG HIRLE 1S TII RIAL alégld 13 WHY 0 0 10 H
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HYUqRUzaYet WRUqUNI ¢cqRYUWHS WALt AWIE WHet RAWo¢ GRo G 1J¢
[ VI W Uezl JWeUTl W UHEqR2IW PDhe 3t qwésc 0T aRUNAWI D¢ G aqF
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PORT=3881
MONGO _URI=

JWT_SECRET=
JWT_SECRET_EXPIRES_IN=
ENCRYPTION_KEY=
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const UserSchema = new mongoose.Schema({

required: true,
unique: true,

i

password: {
type: String,
required: true,

role: {
type: String,
enum: [ROLES.DOCTOR, ROLES.PHARMACIST],
required: true,

I,
licenseNumber: {
type: String, // Unigue License/registration #
required: true,
unique: true,

Is
isverified: {

JF will be set to true after admin verification
1s
verification {

type: Stri // Stores the one-time token sent to the admin

3,
verificationTokenExpires:
type: Date,

i»

mfaEnabled: {
type: Boolean,
default: true,

i
mfaSecret: {
: String,

Y
I

export const User = mongoose.model(’User', UserSchema);
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import mongoose from 'mo e';
import { encryptData, decryptData } from
1st PatientSchema = new mongoose.Schema({
fir
type: String,
required: true,

lastName: {
type: String,
required: true,

Is

dateOfBirth: {
type: String,
required: true,

type: String,
required: true,

1.
phoneNumber: {
type: String,

email: {
type: String,
unique: true,

yptData

1
I

medicalHistory:

pe: String,
typ Date },
String, s

By S
s.0bjectId,

pre ipti £ £ Schema.Types.ObjectId, ref: 'Pr
appointments: [{ type: ma.Types.ObjectId, ref:

ip: { type: String,
phoneNumber: { type: String,
I
createdAt: { ty

PatientSchema.
PatientSchema.

rt 3 i [ » PatientSchem
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import mongoose from
import { encryptData, de

const PrescriptionSchema =
prescriptionId: {
type: String,
unique: true,
Iy

doctorId: {

a

a

ew

CcqRYUWRUAGe T RUNWUcaNAWNIUUT I AW ¢ q
WRUHAG2T WT WRUWq6 WWGe qRIUqWt #6130 ¢ tOLU
qYacU! W WPaecqRY U BaRG LY aIIIET WY aHGocYa LTS Y
U7 Wql WeqWaqé WWGe qRIIUqt Waé 3! W6 ¢ 2 1JLWHA L

tData } from

mongoose . Schema( {

type: m ose. Schema. Types .ObjectId,

ref: c
required: true,
Iy
pharmacistId: {
type: m
ref:
required: true,
I,
patientId: {

s .0ObjectId,

type: m )ose.5chema. Types.ObjectId,

ref: L',
required: true,
1
items: [

type: mongoos ema.Types.ObjectId,

ref: 'Item’,

1
I

1,

status: {
type: Strin
enum: [
default:

createdAt: {
type: Date,
default: Date.now,
Is
updatedAt: {
type: Date,
default: Date.now,
1

PrescriptionSchema
if (!this.pre

3
¥

PrescriptionSchem
PrescriptionSchem

xport const Prescription =

{ getters: true });
ct', { getters: true });

mongoose .model( P tion', PrescriptionSchema);
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g6 WWGe qRUUqAWq6 W YHqY! AWe U7 W6 WWGE¢ ! ¢ HRE qtOWAL L
T RACqRYUY WGI Ut #I RAWDT Wet Ws 1) HHiglad HIWLGIWHODAOR4L W3 IRMIOW
ADUT RUDAWAI YRUtt DT btolWl EEZPZWIUHAI ! GqaRYULWRY Wet 3T WF
I ¢qclo
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import mongoose from 'mongoose’;

const MedicationSchema = new mongoose.Schema({
name: { type: String, required: true },
activeSubstance: { type: String },
authorisationNumber: { type: String },
atcCode: { type: String },
route0fAdministration: { type: String },
productId: { type: String, unigue: true %,
createdAt: { type: Date, default: Date.now 7},

hy

export const Medication = mongoose.model{'Medication', MedicationSchema);
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import mongoose from 'mo £

import { encryptData, decryptData } from
const ItemSchema = new mongoose.Schema({
prescriptionId: {

ref:

required: true,
1
Iy
medicationId: {

specificInstructions: {
type: String,
required: true,

type: Number,
default: @,

dosage: {
type: String,

required: true,

]' »
amount: {

type: String,
required: true,

]' ¥

pharmacistNote: {
type: String,
default: null,

{ petters: true }
ItemSchema.set( ' tol t', { getters: true });

export const Item = mongoose.model('Item’', ItemSchema);
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import mongoose from

nst AppointmentSchema = new mongoose
doctorId: {
type: mon se.Schema. Types.0ObjectId,
ref
=

=
equired: true,

}» /4 The doctor assigned
patientId:
type: mon se.Schema. Types .ObjectId,
ref: = t',
required: true,
Y}, /f The patient
date: { type: Date, required: true }, // Date & time of the appointment
status: {
type: String,
enum: ['S
default:
required: true,
Y}, S/ Appointment status
notes: { type: ring, required: true
createdAt: { type: Date, ate. - imestamp for creation
Timestamp for updates

st Appointment = mongoose.
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AYUOql YOOl W3l t quwrYU31 Gt W6 cqllgd JWGe qRIJUqWRY Waé6 1JU
NUWOWI ¢ qt Wagé WG Wt #l RGqRYUWe UT Wl Wadeée qul WROW Wi ¢ q¢
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patientId, pharmacistId, notes, items } = reg.body;

tientId || !phar
return res.status(400).7

re potient belongs to the doctor
atient = await Patient.findOne({ _id: patientId, doctorId: reg.user.id });
tient)

turn res.status(483).json({

const prescription = await Prescription.create({
doctorId: req.user.id,
patientId,
pharmacistId,

(medicationId);
not found: ${medicationId} );

const newItem = it [
prescriptionId: prescription._id,
medicationId,
dosa,

cInstructions,
pharmacistNote,
repeats: repeats 2?7 @,
B

return newItem._id;

1]
);

prescription.items
await prescription.s
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/¢ Get ALL Prescriptions (Doctors & Pharmacists)
export const getAllPrescriptions = async (req, res)
try
reg.user.role;
const userId = reg.user.id;

const filter = role === "docto ? { doctorId: userId } : { pharmacistId: userId };

const prescriptions = await Prescription.find{filter)
late('patientId’', "firstMame lastName dateOfBirth")

populate:
path:
select:
} »
1)
.sort({ createdAt: -1 });

status(280) .json({ count: prescriptions.length, data: prescriptions });
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const { id } = reg.params;
const { status, notes, itemMotes } = reg.body;

if (reg.user.role !== "pharmacist'} {
return res.status(483).json({

const allowedStatuses = ['Pending’,
: !allowedStatu
return res.status(488).json({

¥
const prescription = await Prescription.findById
if (!prescription) {
return res.status(484).json({ message:
b
/4 Update status and notes if provided
if (status) prescription.status = status;

if (notes) prescription.notes = notes;

await prescription.save();
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S Update pharmacist notes on individual items
itemNotes)) {
await Promise.all(
itemMotes.map({async ({ itemId, pharmacistNote }) =» {

const item = await Item.findOne({
_dd: itemId,

prescriptionld: prescription._id,

if (item && phormacisthNote !== undefined) {

item.pharmac ote = pharmacistNote;
await item.sa F
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router =

s

/7 Doctor: Delete their own prescription

Le prescriptions

ctor/Pharmacist: View a single prescription
router.

/7 Pharmacist: status and notes
router.
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(reg, res,
cen = reg.cookies.accessToken;

if (!token) {
return res.status({401).json({ message:

T

Fi

const decodedToken = verifyToken(token);
if (!decodedToken) {

return res.status(481).json({ message:

LS
g

req.user = decodedToken;
mext();

Ta
I»

[ RNa®itoe | WO 2 qé6WUqRBCqUT IO~RT T 0W0s¢l 1J

A7 9 WRY WII0N Y IIFAI GUE | blHOHRKERGTMUSRE RH G WG RO Rat W HHEIJE | We H
G6écl GecHRY qUWY!I W YHqY! b 1O

/f Role-based occess control middleware
export const authorizeR
return (reg, res, next) =» {
const userRole = reg.user.role.tolowerCase();
Les.includes({userRole)) {

[ RNaoBIIt + 109 YUq!l YOGO~-RITaWs¢l
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(modetType) => {

{ id } = reg.params;

Appointment
Medication,
Item,

ms assigned to them

record. pharmacist O !== reg.user.id) {

)

d prescription to
ription = i
iption ||

(error) {
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export const handleInputErrors = (reg, res, next) =» {
const errors = validationResult{reg);

if (lerrors.isEmpty()) {
return res.status(488).json({ errors: errors.array() });

1
4

next();
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¢cUT Wt DAEBU0NE gqec Wj Ys Wadél YeN6Yeqags DWIRNIIAE! HG WY n We
YT aXds WUqRHEC qRYGRYUT 1O 2qd6YI1 R

N6 Wt !+ dRIDI 1Ha tqid + EK G 10T 11 10t WaqYWwneacl ¢cUqUWaé ¢ qllet 11
| JaW2¢UqUgY Wagdé IR W Wt GYUt RARGRqRIJY We UT Waqé6¢ quyda!
DUT GYRUGqt 1O

ActtsYl T+ WeUT WEWHE RYUt WnY! W 2q63U
EWUt+ RYUWYAXROMis Ragé Wsi Nt wWe UT Wé¢t 6 13T WGEt + sYL T+ Wel 1JLWs
HI UT WUqRc Ot

const token = jwt.sign({ id: wser._id, role: wser.role }, process.env.JWT_SECRET

s 1
subject: "AccessAP

expiresIn: process.env.JWT_SECRET_EXPIRES_IN,
3 H
return token;

[ RNe®WIoe qlJtosi N[ e UHqRY U
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Sf Function for hashing fields into the dotabose

export const hashField = y (field) =» {
const salt = await bcrypt.genSalt(saltRounds);
return bcrypt.hash(field, salt);

s
Iy

// Function for comparing user credentiols with hashed value in the database

export co mpareField = async (field, hashedField) => {
return await bcrypt.compare(field, hashedField);

T
Iy
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const { email, password, licenseMumber, role } = reg.body;

Correct way to check for duplicote License number
const users = await User.find();
user of users) {

isMatch = await compareField(licenseNumber, user.licenseNumber);

if (isMatch) {
eturn res.s

tatus(469)

// Hash password & License number

nst hashedPassword = await h i password) ;
const hashedlicenseNumber am as d(1licenseMumber);

//f Generate MFA Secret

const mfaSecret = authenticator.
=t mfaURI = awthenticator.

const grCode i

const tokem = crypto.r
= Date.
user (Set TisVerified = true” before saving)
new User({
email,
password: hashedPassword,
licenseMumber: hashedLicens
role: role.toLowerCase(),
isVerified: false,
verificationToken: token,
verificationTokenExpires: expires, // 5et before saving
mfaEnabled: true,
mfasecret, S/ Store the MFA secret

[ RNe@NIORUIW[ e URqRYU

k', mfaSecret);
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COaql T IOWNSRY WG W6 VYT WG 13t 131 213 WelWt ¢nawt q¢ qlddldt

q6 W WheRI BGUW0OqWnyY!l W 31 2130+ RT IW W3t RYOUW qY!l ¢ NIJKO

e qicWRRFUa WWAYGaW7c¢t DT A H#HIE L WO YUql Y

sUHRNWE Wet U1 WRt WeeqbWUgRHCqUT AWg6 IR W Yawwnyz213l Ut
BONnY! #0aR0qWRt W6 e UT o 1311 tRI NULEGRSTIJ LiF2 st cal VidsLldse 6aF6EYE aR
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q6 R W+ql ¢cW2l R3ACqRYUUW qUGHO

~[ WEWNgeGW?al RUNWAINRY ql ¢qRYU

Ff Generate MFA Secret

t mfaSecret = authenticato
authenticato ail, salth-service.click', mfaSecret);
await grco
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D+ GRI W Wengll Ws20WaRU2 qlt IOWENY RWEHVEE RULRYY REe [ 1L
31t qWneHqVY!l WeiGett s Yl ToW6ct WHWKUW2 ORI ¢ qlT 1O

Sf Store wuser ID in a temporary s on cookie
res.cookie( 'mfa_session', user._id.toString(), {

httpOnly: true,

secure: true,
same5Site: 'None’,
maxfAge: 5 * 68 * 1888, // Expires in 5 minutes
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const verified = authenticator.ve r({ token: totp, secret: user.mfaSecret });
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firstham
typ

1
i

lastName: {

required: true,

encryptData,

unique: true,
sparse: true,

} >

address: {
street: { type: String,
city: { type: String,

postalCode: { type: String, =

country: {
type:
requi

set:

TedWWet Ut Waq6WW EEZP3I] 9~LWCEd

oWl t WAYq6WHYU3T WOQR
MU2RI YOaWUqW2¢l Re AGUWLIE 9

const encryptionKey = Buffer.from(process.env.ENCRYPTION _KEY,

DYlRmﬁﬁﬂUMlm JHe |
OT Wl ¢qe WRUqUNI Ra
XUuEob WeUT WGe!l + 1IIT
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try {
/f Generate g unique IV for each encryption
const iv = crypto.randomBytes(iviength);

S Create cipher instanc
const cipher =

S/ Encrypt Data
let encrypted = cipher.upd
encrypted += cipher.final(

/f Generate auth tag
const authTag = cipher.getfAuthTag().to5tring(  hex

return JS0N.s
iv: iv.toStr

authTag,
encryptData: encrypted,
Hi H
+ catch (error) {
console.error('Encryption error:', error.message):
return null;
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const { iv, authTag, encryptData } = J50M.parse(encryptedstring);

const decipher = crypto.createDecipheriv(
algorithm,
encryptionkey,
Buffer.from{iv, "hex')

);

decipher.setAuthTag(Buffer.from(authTag, "hex"));

let decrypted = decipher.update(encryptData, "hex',

decrypted += decipher.final('utf&');

return decrypted;
} catch (error) {
console.error('Decryption failed:', error.message);

return null; /¥ Prevent crash
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[/ Initialise socket.io
export const io = new Server(server, {
cors: {
origin: allowedOrigins,
credentials: true,
allowedHeaders: ['Content-Type', 'Authorization’, 'Origin’, "Accept’

1.
13N

// Store connected users: Map of userld => socket.id
export const connectedUsers = new Map();

// Socket.io connection
io.on('connection’, (socket) =» {
console.log( Client connected: ${socket.id} );

socket.on('register’, (userId) => {
connectedUsers.set(userId, socket.id);
console.log( Registered user ${userld} );

1N

socket.on( 'disconnect”, () => {
for (const [userId, id] of connectedUsers.entries()) {
if (id === socket.id) {
connectedUsers.delete(userld);
console. log( User ${userId} disconnected™);
break;
}
1
s

e
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/{ Notify doctor via socket
const doctorSocketId = connectedUsers.get(prescription.doctorId.toString());
if (doctorSocketId) {
const patient = await Patient.findByld(prescription.patientId);

io.to({doctorSocketId).emit( prescription-updated’, {
prescriptionld: prescription._id,
status: prescription.status,
notes: prescription.notes,
updatedAt: prescription.updatedAt,
message: "Prescription updated by pharmacist.’,
patient: patient ? “${patient.firstName} ${patisnt.lastName}” : ’"Unknown patient’,

_}h
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export const sendEmail = async (email, role, userld, token) => {
console.log(process.env.BACKEND URL);
const verificationLink = "${process.env.BACKEND URL}/api/admin/verify/${userId}/${token} ;
console.log( ' Generated Verification Link:", verificatienLink);

await transporter.sendMail({
from: process.env.ADMIN EMATL,
to: process.env.ADMIN_EMAIL, // Admin receives the email
subject: 'New User Registration - Verify User’,

html: °
<div style="font-family: Arial, sans-serif; text-align: center; padding: 2@px;">
<hl style="color: #808;">A new user has registered to Health-Service.click</hl>
<p style="font-weight: bold; font-size: 16px;">Email: ${email}</p>
<p style="font-weight: bold; font-size: 16px;">»>Role: ${role}</p>»
<p style="font-weight: bold; font-size: 16px;">Click below to verify:</p>
<a href="${verificationLink}" style="
display: inline-block;
padding: 12px 24px;
margin-top: 16px;
font-size: 16px;
font-weight: bold;
color: #fff;
background-color: #288;
text-decoration: none;
border-radius: Spx;">»
Verify User
</fa>
</fdiv>
3
I H
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https://api.health-service.click/api/admin/verify/:userId/:token
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await connectDB();

const xml = await fs.readFile(
path.resolve(__dirname, '../medicationData/latestHumanlist.xml’),
‘utf-8"

M
const parser
const result

new xml2js.Parser({ explicitfrray: false });
await parser.parseStringPromise(xml);

let records = result?.Products?.Product;

if (!records) {
console.log('No Product data found in XML.');
return;

if (larray.isbrray(records)) {
records = [records];

const medications = records
.filter((mad) => med.ProductName &% med.DrugIDPK)
.map((med) =» ({
name: med.ProductName,
activeSubstance: Array.isArray(med.ActiveSubstances?.ActiveSubstance)
? med.ActiveSubstances.ActiveSubstance.join(", ")

: med.ActiveSubstances?.ActiveSubstance || null,
authorisationNumber: med.LicenceNumber,
atcCode: Array.isArray(med.ATCs?.ATC) ? med.ATCs.ATC.join(", ') : med.ATCs?.ATC || null,

routedfAdministration: Array.isArray(med.RoutesOfAdministration?.RoutesOfAdministration)
? med.RoutesOfAdministration.Routesofadministration.join(", ")
: med.RoutesOfAdministration?.RoutesOfAdministration || null,

productId: med.DrugIDPK,

1y
rrrs

await Medication.insertMany(medications);
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5 .github
Jhusky

public

app
columns
components

> [Ci contexts

P .prettierrc

commitlint.config.ts

ed.config.js
| package-lockjson

| package.

tsconfig.nodejson
¥ vite.config.ts
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avatar.tsx
badge.tsx

breadcrumb.tsx

dropdo

input-otp.tsx

theme-provi
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{user?.role === tor” && ain items={doctorNav} />}
1

{user?. ‘pha st' &R <NawvMain items={pharmacistMNav} />}
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octor’ && selectedId && (

to: editUrl(selectedId) })}
className="mw-full uto font-semibold cursor-pointer px-8"
Edit
< /Button>
I
{onDelete &&
<Button

Delete
< /Button>
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// Check if the current route starts with /dashboard
const isDashboardRoute = matchRoute({ to:

return (
<div className="min-
{isDashboardRout:
<5idebarProvider>
<AppSidebar variant="inset
<S5idebarInset>
<5iteHeader />
<main className="f1ex-1
<0Outlet />
</main>
<fSidebarInset>
</SidebarProvider>

2 (

<div className="flex justify-end p-5">
<ModeToggle />

<fdiv>

<0Outlet />

<Toaster />
<Tan5tackRouterDevtools />
</div>

);
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Login in to your
account

Enter your email and password below to login to your

account

Email

name@example.com

Password

Don't have an account? Register

By clicking continue, you agree to our Terms of Service

and Privacy Policy.
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const { user }
const queryClient seQuery

const { data: prescriptions, isloading, isError }

usePrescriptions();
const deleteMutation = useMutation({
mutationFn: deletePrescription,
onSuccess: () {
toast.s iption deleted successfull

gueryClient.invalidateQueries({ queryKey: [’prescriptions

1
Fa
onError: () => toast.error(

Tz
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const {
register,
control,
handleSubmit,
reset,
formState: { errors },

t = useForm<P ptionFormData>({
resolver: z er(prescriptionSchema),
defaultValues: prefill || {

patientId: "°,
pharmacistId: "',
notes: 5

items: [

7
L

medicationId: ",

specificInstructions: '°,
dosage: ',
amount: ",
repeats: 1,
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const itemSchema = z.object({
medicationld: z
-string()
-nonempty({ message
.regex(objectl
specificInstructions:
.string()

-nonempty({ message: 'S

dosage: z.string().nonempty({ message:

amount: z.string().nonempty({ message:

repeats: z.number().min(®, 'Repeats cannot be negative

1);
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export function t ect({ field, initialValue }: Props) {
t [query, ");
t [hasInt acted] = useState(false);
const [debounced] = pounce(query, 3@8);
t { data = [], isloading } itionSearch(
debounced.length >= 2 ? debounced

Medication] =
Medication | null>(initialValue ?? null);

useEffect(() => {
if (imitialValue eld.value initialValue._id) {
setSelectedMedication(initialValue);
return;

eld.value) {
mat .Fi m._id eld.value);

if (match e ledication(match);
1

I
}, [data, field.value, initialValue]);

// Dynamically show Label in the input if user hasn't typed yet
const inputDisplayValue =
hasInteracted || query.length > @ ? query : selectedMedication?.name

return (
<div className
ommand className:
<CommandInput
value={

clLassName=

/>
{isloading & <CommandItem disabled>Loading...</CommandTtem>}

{hasInteracted &&
query.length >= 2 &&
lisloading &%
data.length @ &8 (

<CommandEmpty>No medications found.</CommandEmpty>

)}

{data.map( (med)
<CommandItem
key={med._id}
value={med.name}

Reset for display purposes

med . name }
/CommandItem>
N}
</CommandList>
</Command>

{selectedMedication && (
<div classNa
Selecte
<span className
</div>
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export const usePrescriptions = () => {

const { user } = use AuthContext);

return useQuEPy{{
queryKey: ['|
queryFn: getPr
enabled: !luser,
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const deleteMutation

mutationFn: deletePres
onSuccess: () => -

toast.success( 'Prescrip
queryClient.inv

1

I

onError: () =»

1);
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// Verify OTP

export const verifyOTP = async (otp: string) => {

try {
const res = await api.post('/auth/login/mfa’, { totp: otp });

return res.data;
+ catch (error) {
handleApiError(error);
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const {

data: user,
isloading,
isFetching,
isError,

refetch,
= useQuery({
queryKey: [ user’
queryFn: fetchUse
enabled: true,
retry: false,
refetchOnWindowFocus: false,
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<AuthContext.Provider
value={{ user, isloading: false, refetchUser: refetch }}

{children}
</AuthContext.Provider>
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return context;

[ RDZ @A 2 q6Oc Y VYT

G0VYst WHYGGYUWUqt WaVYWWét RO WEHHIIL L Wet W W ¢qca

const { user } = usefuth();
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{user?.role === 'doctor’' && (
<S5idebarMenu>
<SidebarMenultem className="flex items-center gap-2">
<SidebarMenuButton
tool tip="( ck
cLafsNaT?

<PlusCirc con />
<Link to="/dashboard/prescriptions/create”>»

)
<span className="font-semibold">Quick Prescription</span>
</Link>»
< /SidebarMenuButton>
< fSidebarMenultem>
</SidebarMenu>
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const socket = io(BASE APT URL, {
withCredentials: true,
autoConnect: fal

transports: ['webs

1)

export default socket;
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if (user.role = ) {
socket.on( ' nev ', handleNewPrescription);

1
I

if (user.role =
socket.on( ' pre ated”, handlePrescriptionUpdated);

1
I
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const [notifications, setNotifications] = useState([]);
const [unreadCount, setUnreadCount] = useState<number>(@);
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const handleNewl
console.log n a =d: ", data);
setNotifications((pre > [...prev, { » ---data }1);
setUnreadCount ((prev) => prev + 1);
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export const useSc = {
const context t(SocketContext);
if (!context)

throw new Error('useSocke
return context;
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<div className="spac
{notificati
<p className=
No new notifi

e
notifications.map((notification,
<div

iptions/${notification.prescriptionld} ,

className="round

<div className="fon
{notification.type

<fdiv>
<div className="1tex
{notification.pat
<span className >
{notification.m {notification.patient}
<fspan>
)1
<fdiv>
{notification.createdAt || notification.updatedAt ? (
<div className="text-muted-for ext-[11px] mt-1">
{new Date(
ification.createdAt || notification.updatedAt
) -tolocaleString()}
<fdiv»
) : null}
<fdiv>
))
)}
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Review for Dan Esmonde 14/04/2025

PSI Registration Name: Daniel O’Neill
PSI Registration Number: 13193

Title: Supervising Pharmacist Boots Gorey

Issues with Healthmail

Issues include:

* Basic Outlook email address interface with registration rule applied that only allows
registered medical professionals (medical doctors, registered nurses, dentists),
practice surgeries and pharmacies (via Supervising Pharmacist) to create accounts and
communicate.

* Increasingly private healthcare services are transitioning to using a Patient Hub... if the
pharmacy operates according to legislation... definining criteria for the electronic
transmission of prescriptions ... this allows for only Healthmail transfer between
clinician and pharmacy hence the patient cannot send their individual prescription to
Healthmail using non-Healthmail approved email addresses. This untimately causes
excessive stress to patient and pharmacy teams, multi-channel communication
(pharmacy phening to request prescription), delays in receiving prescription and hence
delay to medical treatment until the pharmacy receives either Healthmail copy of
prescription or physical prescription in the post.

* Search criteria - operates the same as Outlook search! Places “search hits” at the top.
The search is case and spelling sensitive and keywords (eg patient name and address)
must be in the subject line or body of the email. If the prescription was sent as an
attachment the basic search will not yield desired results. Searches are not in date
order and hence older or superseded prescriptions can be shown as top hits and
increases potential to dispensing errors.

* Archiving emails manually - emails are not separated into patient folders ... rather in
read receipt format archived manually by pharmacy staff once processed to folders
sorted by Month and Year archive. Therefore, searching for historical prescriptions can
be difficult, time consuming and yield inaccurate results (eg showing patients with
different names eg same forename but differing surnames).

+ Layout template for prescriptions varies depending on surgery.

* Not all prescribers adopt the same template - most have adopted a relatively uniform
layout (to meet all legal requirements of prescriptions) but some have issues eg
omission of key prescription requirements.

* Professionally | have encountered cases where there are notable differences between
GP view and pharmacy view... ie what surgery can see and what was transferred differ.

* Issues pertaining doctors’ instruction interpretation gg use of dose codes and free type
and hence can lead to dispensing errors
eg 10 x Amoxicillin 500mg ONE TO BE TAKEN THREE TIMES DAILY (pre-programmed
dose code). One to be taken twice daily as directed. FOR FIVE DAYS.

Above we see GP consultation notes would state patient prescribed 500mg Amoxocillin
twice daily for 5 days. There is a transcription error and leads to therapeutic delay

* GMS numbers of doctors often omitted off Healthmail prescriptions — important for
PCRS medicine reimbursement claims.

Review for Dan Esmonde 14/04/2025

* Prescriber details may not always be clear.

+ Hospitals do not routinely have access!

* Healthmail is still not universal with all GP surgeries. Interfaces such as Healthlink
integrate with software systems, but Healthlink has no adaptation to Community
Pharmacies.

* Large number of Dental Surgeries and Psychiatric Services do not use Healthmail or
Healthlink nor do they have access.
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Issues solved by Pharmalink

Issues solved include:

* Secure hub with defined registration criteria.

* Patient-hub presentation of Pharmalink — unlike Healthmail it is not based on email
receipt ordered by most recent received to Pharmacy.

* All patient data in one secure location and for pharmacist conducting clinical and
legal screen of prescription having all data on one source is amazing.

* Reduces risk of wrong patient selection.

* Direct communication between prescriber and pharmacy. Prescriber notes clearer.
Option to extend to add pharmacy query section (this would document all
professional communication and gives rise to faster response rate with better
medical outcomes).

* Obvious tracking of prescription status. Solves issues with wrong information
being provided to patients re-prescription processing and unrealistic wait times.

* Prescriptions sorted via date order in patients account.

* Directtraceable communication line between prescriber and pharmacy. Takes
away need for long, detailed patient record notes detailing professional
intervention .... At present queries must be sent back to prescriber by email (one
interface), document intervention on patients dispensing record (second interface),

annotate physically onto prescription (interface 3), verbally speak with patient
(interface 4 — no physical record) and ensure responses are monitored (will only
come in as basic email) and thus reliance on support staff to monitor and update
notes and can involve pharmacist or GP not directly involved in query - Pharmalink
has a documented layout and removes this tedious administrative burden.
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Liam@gDESKTOP-DBRJALE Jd/IADTYAWork/Major-Project-Frontend
% npm run ele

» react-cicd-app-testgd.0.8 ele
> npx playwright test

Running 16 ing 6 workers
16 passed ( ]

To open last HTML report run:
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